O BO3MOXKHbLIX BUgax M cnocobax
MOLUWEeHHMYeCTBa M nopaake
obecneueHus NnMYHOMN (hMHAHCOBOM
GesonacHocTH
(ana yuacTtHukos CBO)




B noBceAaHeBHYK XWU3Hb_a#BCe™ Oonblue
BHeApAKTCS pa3Hoobpa3sHLie undpoBbie
TEXHOMIOTMUW B KayecTBe nNfIaTeXHbIX CUCTEM:
nnacTUKOBLIEKapTbl, CMapTOHbI U KOMABLIOTEPBI.

OpHoBpeMeHHO C . pasBUTHEM __ Takuxy
YCTPOWGTB “M CEpPBMCOB TOSABAAKTCA BUabI
MOLLEHHUYECTB, nossonsiolliue, . NPUCBOMUTH
AeHeXHble cpeacTBa rpaxpaaH, ‘B TOM uuche
yuyacTHukoB CBO 1 X poacTBeHHUKOB.

YTobLlI. He cTaTb XepTBOW, ~Heobxoaumo
co6niogat npasuna 6e3onacHoro Mosib30BaHUs
undpoBbLIMU yCcTpouUCTBamMu, cogepXxawumm
JNINYHbIEe AaHHble, a TaKXKe AaHHble O DaHKOBCKUX
KapTax, cyeTax.

_ Mpoananuanposas TUNWUYHBIE cnyvau
MOLUeHHNYeCTBa B OFHOLWeHUn yyacTHukos CBO u
X POACTBEHHUKOB, chieumanuctbl MB[ Poccuu
NnoAroToBMNM AnA Bac namatky. [lpeanaraem
BHMMaTeNlbHO O3HAKOMUTEEHA C ee coep)XaHueM U
NPUAEPXKUBATLCA = U3MOXEHHbLIX pPeKoMeHOauuM.
JTO NomoxeT.BamMm cobepeyb AeHeXHbIe cpeacTBa OT
BO3MOXHBIX XULLEHNA.



SMS C MPOCbBOW O MOMOLLIA
YYACTHUKAM CBO

AGOHEeHT nony4yaet Ha MOBUNbLHbLIN TenedoH
cooOuweHune: «XoTUTe MNOMOYL  Yy4YaCTHUKaM
cneumanbHOW BOEHHOW onepauumn? [lNepeumncnurte
cpeacTBa, otnpaBuB SMS Ha KOPOTKUI HOMEpPY.

KAK OBE3OINACGUTbL CEBS. Cnepyer
NOMHUTB, 4TO No obuwemy npasuny Ha SMS c
He3HaKOMbIX HOMEpOB PearupoBaTb Henb3s, 3TO
MOryT ObITb MOLUEHHUKMW.

Ecnu XxomWTe oOKasaTb, MaTepuanbHylo
nomMouwyb y4yactHukam CBO, To nencTBymTe TaK:

Havgute \B opumumnarbHOM MNCTOYHUKE — Ha
caiiTe, Ha CTpaHW4Ke B COLICETAX UMNu B Tenerpav-
KaHane, AaHHble 00 opraHu3aumn OKa3biBaroLieun
nomowb y4yactHukam CBO;

npoBepbTe NOANMUHHOCTb AaHHbIX o

AeATeNnbHOCTKU | opraHusauuu. Ons 3TOro
O3HaKOMbTEChb _OT3biBaMu 0. ee pabore,
nepe3BoHUTe ?‘glomak TeneobOHy n
“YTOYHUTE Uenu opraHmsaum opﬂp,ox oxasanﬂ

noMowu Yy4yacTHUKaM CBO peKBI/I3VITbI’ ana
nepevncrneHns AeHeXHbIX CpeacTs. Hanpumep, Ha

~canTe TpoekKTa «Bce ana nob6eabi» ‘H‘apop.l-loro e —

_®poHTa ykasaH Homep 3030 onsA aGOHEHTOB Tele2» '
~ — u Poctenekom Bu3Hec, Ha - KOTOpPLIi MOXHO

oTnpaBnATL CMC c cyMmMmoifiokepTBOBaHMS.
__.--'-_,_,_.-'-"""_,_,.,-’


https://pobeda.onf.ru/

COOBLEHME B COUUANBbHbIX CETAX O
MOMOLLU B MOUCKE BOEHHOIUIEHHbBIX, ,
" MPOMNABLUMUX BE3 BECTU

¥ YyactHuky CBO npuxoguT coobLieHue B

counanbHon cetun. MoweHHUK coobuaeTt, YTO
MOXXEeT NoOMO4b B NoucKe poacTBEHHUKa Unu apyra,
KOTOpbIA nonan B paHeH. [Ons 3Toro
npeanaraeTcs nepe4yucnuTbL  cpencTsBa Ha
aHHbIX - B COO u.l,eva cuer, TenecbOHHbm

ny6nV|qHB|e,>; op
opranusauuu KOTOPbIE:  -3TUM

odm_l.maﬂbl-lo 3aHNMAIOTCS: =
‘HL___' E — T



COOBLUEHUWE OB OPOPMINEHUA
KPEOAUTA

YyactHMky CBO noctynaet  3BOHOK  OT
¢hanbWMBOro coTpyaHMKa cnyxobl 6e3onacHOCTU
GaHKa WU coTpyaHUKa npPaBOOXpPaAHUTENbHbLIX
OpPraHoB C 'COOOLWEeHMEM O TOM, YTO MOLUEHHUKMU
ochopMUIn Ha ero umsi Kpeaut. YToObl He NNaTUTL
no 4YyXum pgonram, ydactHuky CBO npegnararor
CPOYHO OMdOPMUTL TaKOW Xe KpeauT camMomy
(BCcTpeyHbIN 3aeM), a [OeHeXHble cpeAacTBa
oOHanNu4UTL M nepeBecTU Ha TaK Ha3blBaeMbln
GesonacHbIU N pacyeTHbIN CYeT UK nepenartb
TPeTbUM AnLam.

KAK QOBE3OINACUTDb ' CEBS. Heobxogumo
NOMHUTB, YTO NOOON NOAOGOHLIN 3BOHOK - Oeno
PYK MOLUEHHUKOB. Cnyx0bl 6eSonacHocT 6aHKOB
U COTPYAHMKM * npaBooxpanufenbHbIX & &
HUKOrAa Hey3BOHAT rpaXxgaHam ¢ CQQﬁLI.[eHVIHMﬁ 0 4
Heob6xoAUMOCTH B3ATHES Kpeaur “u) nepeBec‘r

AeHbru Ha «6e3onacHbINY UIN « HbIN» cyYer.
Mpn noctynreHun NogoOHbLIX 3BOHKOB cné 0y

KapTbl. Hago nNOMHUTL: NMOHATUMN «be30
WAN «pe3epBHLINY CYET,  «BCTPEYHBIN 3
CyLEeCTBYET: . y

_—
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TENE®OHHbIN 3BOHOK NMOKYHOATENA

YyactHuk CBOsusiBnseTcs BnagenbLem
o6bABNEeHUA, pasmeweHHoro B cetu UHTepHeTt o
npopaxe uMyLlecTBa. Emy 3BOHUT
«NoTeHUunanbHbIN» nokynartenb, rotoBbIN
onfiatuTb ToBap, He TOPryAaCb, HO UCKITHOYNUTESILHO
Ha OaHKOBCKYIO KapTy. [ns 3TOro OH npocurt
cooOWwunTsL ee Homep, cpok meucrtBusa, MNMUH-kopa;
naposin, CeKpeTHble Koabl U3 coobLeHun 6aHka o
npoBeAeHHOW onepauunu.

KAK OBE3OIACUTb CEBS. HemepgneHHO
npepBaTb pPa3roBOp, MOCKONIbKY 3TO MOLUEHHMK!
Nokynatenb He OyAeT MHTepecoBaTbCH AaHHbIMU
GaHKOBCKOM KapTbl 1 KogaMn.

SMS U 3BOHOK'U3S BAHKA
O BJIOKUPOBKE KAPTbI

YyactHuky CBO noctynaeTt 'TenedOHHbIN
3BOHOK unu npuxogut CMC cooOGiieHne ot MMeHuU
GaHka O "ToM, 4YTO ero- . OaHKOBCKasa KapTta
3abnokunpoBaHa. YyactHuky CBO __coobuwatoT, 4yto
ans pPa3bnokupoBKu GaHKOBCKOM KapThbl
HeobXoAMMO MeperuTU Mo CCbifKe, yKa3aHHOM B
CoOOLleHnM wnu Ha3BaTb 3BOHALWEMY - HOMep
6aHkoBCcKkon KapTbl, NMAH-koa, naponu, cekpeTHble
KoAbl, KoTopble npuxoannm B SMS coobweHun oF
6aHkKa.

KAK OBE3OMNACUTb CEBS. He ToponuTthcs
HeMeAsnieHHO BbINOMHATL TpeboBaHMA  nuua,
npeacTaBMBLUErocs COTPYAHUKOM OaHka.
CBaAsaTbCA CO CnyXbou noaAepXKU KIMUEHTOB
CaMOCTOATeNIbHO, 4YTOObl Yy3HaTb O COCTOSIHUMU
KapTbl.



T

NMPOUCLUECTBUE C POOACTBEHH

Yuag # CBO noctynaer TenedoHHbLIN
3BOHOK MnAu npuxogut CMC coobueHne ot nuua,
npeactal werocs COTPYAHUKOM

XpaH bHbIX OpraHoB roLiero

- {.}:} b 'KprTI/II/I npecr
nnuy, npowuﬁip




OLUMBOYHbIN NEPEBOJ CPELCTB

YuyactHuky CBO npuxoant:SMS-coobieHne o
NOCTYNNEeHUn cpeacTB/Ha cyeT, nepeBedeHHbIX C
nomouibio ycnyrn «MobunbHbIn nepesoa» nuéo ¢
TepmuHana onnat ycnyr. Cpasy nocne 3Toro
'noé:T)LnaeT 3BOHOK / M €COOOLAOT, YTO Ha cueT
y4yactHuka CBO oum6o=||-|o \nepeBefieHbl AieHbIN 1
NPOCAT BEPHYTb UX 06paTHo TeM xe «MobunbHbIM
nepeBoAOM» nuﬁg;nepesecm F] «npaBunbﬂbm»
Homep: Ecnum 1eépeBecT, TO TakaA xe cymma
CAUCbIBaeTCa cO c4yeTa yyacTHuka CBO.

KAK OEE3OI'IACI/ITb CEBSl. CoBeTyem He

TiopaaBaTbCA-Ha 06 ~APOCAT NnepeBecTU.

AKO6bI .~ OUMG0YHO nepeBep,eHHym CyMMmYy,
HeOGXOANMO. . HAMOMHUTb,  YTO ..l  ITOro
McnonbsyeTc;gi’q:eK OTroBopka, 4TO «4eK Mot ),
ckopee BCerofCBuAeTen-CTBYeT O TOM, 40 3&"
o0OLaeTCA MOLIEHHMK.

i
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KOMFIEHCALI,I/IFI 3A NEKAPCTBEHHbIE

Bpems nocne
oCyLLeCTBNEeHUs y4acTH CBO 3aka3a no noute
neKkapcTBeHHOro npenapara fiecTynaeT 3BOHOK Mo
TenedoHy n Hen3BeCTHbIN (AKOObI NpeacTaBUTENb
MuHuctepctBa 34paBOOXPaHEHUS;, HaNoroBbIv
MHCNEKTOop ; B . COTPYAHUK
npaBooXpaHUTEsbH ' OlllaeT, uTO
NnpUoGpeTeHHbIN ﬂK06bl OKasancs
nopaenkoun 7 nokKynarento rnonoXxeHa
KOMneHcauus B pasmepe ot 150 TbicAY pybrien un
Bbiwe. YToObI nony4uTe 3TN AeHbLrK Heobxoanmo
3annaTuTb NOAOXOAHbLIN HANor ¢ CyMMbl, B cem c
YeM 3MI0YMbILNEHHUK yKa3biBaeT. :
KOTOpbI Heo6xoauMo nepeBEeCTU HERBLIA.

KAK OBE3ONACUTb CEBS. HemeanenHo
npepBaTtb pPa3roBOp, MNOCKOJIbKY 3TO MOLUEHHMUK!
I'Ipep,CTaBMTenb MVIHVICTepCTBa 3ipaBoOXpaHeHus,
HaroroBbIN MHcnekTop ‘. .;nmnGo COTPYAHMK
—_— npaBoOOXpaHUTENbHbIX OpraHoB He  OyayT
obpawaTbCcHa C TaKuMn npep,




chcaHMe AeHe

COOBLWUEHHUE OT HEUSBECTHOI'O
ABOHEHTA

Ha TenedoH yuyactHuka CBO npuxogut
coobOuweHne cnepywuwero Buaa: «Bam npuwno
MMS-coo6weHune. Ona nonyyeHus npouaute no
ccbinke...». [lpn nepexoae no.ykasaHHOMy agpecy
Ha TenecdoH ckauuBaercs B@plc u npoucxoauT

Apyron Bu :_L NAAUT Tak.

Ipn 3akase ka I““H lepes AKoObI
*MOOunbLHoOro », orjegar 4 I 'CkafimBaHUn

' MOBUNLHOrO = :ﬁuxonm

‘npeaynpexaeHes i coﬁkpa Tecb
npaBuTL c006u;|, CELER o/ BNA -
\fNoaTEepKAeHUs-OnepaL el-wle‘
" umchpou= . , _ Mpu

_@[npaBKé noATBepXAeHua LCo cyeTa aboHeHTa

i cnuéhfaroTc;lAqueMHp cpeac TBa. Mo e HHUKN

ncnosikayloT cneuuantHbIENPorpamMMbl, KOTOpbIe
MO3BOMAIOT aBTOMATU4ECKM reHepupoBaTh ThICAYM
Takunx-coebleHun. Cpasy nocpe-nRepesoaa aeHer
Ha dhanbWNBLIA CYET OHN CHUI e dhc

BMONMHEe BO3MOXHO, 4YTO B
TenedoHa Oyper aBT "
cymMmma. i




1. Ecnn 3BOHAT noao3puTesibHble Jnuua, TO HeMeasieHHO
npepBute pasrosop! lNpu agnuTensHOM pa3roBope MOLUEHHUKU BHyLUAT
Heob6XxoAMMOCTbL UCNONHUTL UX TpeboBaHusA! [ina aToro pasroBop 6yaer
BECTUCb B “TeMne _«AaBneHUA»»(4Toobl. -Bbl - He MoraM TmpepBaTh
pasroBop), ~Bac—O6yAayT:-3anyriMBarb - HeraTMBHbIMU —ROCNeACTBUAMMU
(AeHexHble cpefcTBa HY)XHO HeMeAfeHHo.06e3onacuTb OT NoxuiieHNA),
TpeboBaTb HeMmeONneHHbLIX AEUCTBUN 6€3 NpefocTaBAeHUs BO3MOXHOCTU
obagymaTthb ux pesynbratbi.

2. Hukorga y HUKOMY He co0BiilaiTe Napofiu U CeKpeTHbIe KoAabl,
KOTOpble MPUXOQAT BaM B COOOLUEHUMU OT OaHKa. TONbKO MOLUEHHUKU
cnpailluvBaloT 3TM NAPONUN U KoAbl. '

MloMHuTe: XpaHeHue pekBuantoB wu lMUH-kopa B TanHe - 3TO
Bawa oTBeTCTBEHHOCTb ' U o06dA3aHHOCTbL!  HuKkTO, HWM ©OaHK, . HMU
npaBooOXpaHUTeNnbHbIe OpraHbl, He BnpaBe TpeboBaTb Baw [MUH-koag m

naponb!

3. OnepaTuBHO-PO3bICKHbIE DencTBuUs, CneAcCTBeHHbIe
MeponpuaTuA no TenedgoHy He npoBoAATcA!

Cnyxobl 6e3onacHoCcTU 6aHkoB 7] COTPYAHUKN

NnpaBoOOXpPaHUTENbHbLIX OpPraHoOB. HUKOrAa He. 3BOHAT rpaxaaHam C
COOOLIEHMAMU O HEOOXOAUMOCTU, B3ATb KpeauT U NepeBecTy AeHbrn Ha
«6e30MacHbINY UNKN «pe3epBHbIY cYeT!

Hukorpa He coBepluianTe HUKaKux MEPEeBOAOB U He nepedaBanTte
OeHbrv TpeTbMM nuuam.

4. He nepe3BaHuBanTe No TenecgoHam W He nepexogute no
noaospuTenbHbIM CcCbiikaM, KoTopble ykasaHbl B, CMC cooO6LieHusx,
coolOLeHnax wu3 couuanbHbIX CeTeNn U 3neKrpoHHoum nouTbl! He
OTKpbiBaWTe COOOWEHUA C He3HakoMbix agpecatoB! Tam wmoryT
cofepxaTbCA LWNUMOHCKUE RporpamMmMbl, MOMOrarowme NOXMTUTbL Balun
6aHKOBCKUe paHHble! _

OTkasbiBauTeCh OT .MPEeAnoXKeHNN MOCTOPOHHUX NuL, KoTopbie
npepnaraloT ckavyatb Ha TenecgoH nporpammbl’ RustDesk u, AnyDesk, a
3aTem npenocTaBUThb KoAbl goctynal OHW AaloT AOCTYNn K ynpaBiieHuio
TenecboHoM -~ U OecnpenATCTBEHHOMY:~ ynpaBrneHuro OGaHKOBCKMMU
cuyetamu! MolUeHHUKN MOFYT NepeBecT Baly AeHbIu-B APYron 6aHkK, a
[oKa3aTb 3TO OypeT HeBO3MOXHO, T.K. ¢ GaHKoOM B3auMmopencTBOBan
Baw TenedoH.

5.  OkasbiBanTe nMomMmollb WIN BeguTe Nouck yvyactHukoB CBO
yepe3 MuHuctepcTtBo 060pOoHbI Poccuiickon ®Pepepauuu, nybnuyHblie
OopraHbl BnacTu WU OpraHv3auun, KoTopble 3TUM oduuManbHO
3aHMMaloTCH.

6. Mpu nonyuyeHnn coTo- N BUAEOMaTepuanoB ¢ U3obpaxeHUeM
yyactHukoB- CBO wunw - ux  poACTBEHHUKOB He - npeanpuHUManTte
NoCnelHbIX HOENCTBUNA, OHU MOTyT CréHepuMpoOBaHbI" MPOrpamMMHbLIM
obecneyeHuem.

[NocTtapanTtecb cBA3aTbCA C HUMU MNU BbIACHUTL CyaAbLOy Yepes3
MwuHucTepcTBO 060pOHbLI Poccuiickon ®epgepaumm.



